NOQI DUNG SANG KIEN KINH NGHIEM

1. Trinh bay khai ni¢m vé DdoS

Tan cong tir chdi dich vu la su ¢6 gang ¢ chi dich 16 rang cua mot nguoi hay
nhiéu nguoi véi muc dich lam gian doan, hoic 1am cho hé théng(dich vu tir may
cht) d6 cham di mot cach déang ké voi ngudi dung binh thuong, bang cach 1am
qua tai tai nguyén cua hé thong.

Con theo dinh nghia tir wikipedia: La mot phuong thuc tan cong phd bién
kéo theo su bao hoa may muyc ti€u vdi cac yéu cau lién lac bén ngoai, dén muc
n6 khong thé dap ung giao thong hop phap, hoic dap tmg qua cham. Trong diéu
kién chung, cac cudc tan cong DoS dugc bd sung bai ép may muc tiéu khoi
dong lai hoac tiéu thu hét tai nguyén cta nd dén muc nd khong cung cap dich
vu, hodc 1am tic nghén lién lac gitta ngudi sir dung va nan nhén.

Tén cong tir chdi dich vu 1a sy vi pham chinh sach sir dung internet cia IAB
(Internet Architecture Board) va nhitng ngudi tan cong hién nhién vi pham luat
dan su.

2. Gi6i thiéu mot s6 hé thong ma hacker sir dung dé tin cong tir chéi dich vu.

Hé thong 1:

Trong hé théng 1: Ké tan cong s& dung mot may diéu khién va giri chi thi
den tat ca cac may con lai (cac may trudc doé da bi kieém soat la cac zombies).
May bi tan cong(victim: may nan nhan) la dich dén cuoi cung.


https://vi.wikipedia.org/wiki/Internet
https://vi.wikipedia.org/w/index.php?title=IAB&action=edit&redlink=1
https://vi.wikipedia.org/wiki/Lu%E1%BA%ADt_d%C3%A2n_s%E1%BB%B1
https://vi.wikipedia.org/wiki/Lu%E1%BA%ADt_d%C3%A2n_s%E1%BB%B1
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Trong hé thong 2: Céac Attackers la mot nhom da duoc 1ap lich trude dé
chuan bi cho moét dgi tan cong mai.

3. Thuc hién qua trinh 5 bwéc tan céng tir chdi dich vu
Budéc 1: Thiét 1ap IP (hé thong la cac may hé diéu hanh Kaki Linux)
Wireless LAN adapter Wi-Fi 4:

Connection-specific DNS Suffix
Link-local IPv6é Address . . . . . : Te8@::9002:34f8:67da:fed9%20
IPv4 Address. . . . . . . . . . . : 192.168.100.26
Subnet Mask . . . . . . . . . . . : 255.,255.255.8
Default Gateway . .« e« « . . . : feB0::1%20
152.168.1606.1

C:\Users\ADMIN>

Hinh 2: Set dia chi IP



Budéc 2: Tai phan mém cai dit tai dwong dan https://acme.com/Software

http-load - Tim véi Google - Mozilla Firefox e e 0
/ ) Connecting... x |+
€  ©® & | https://www.google.com/search?q=http_ X ||Q Search w B 3§ & QO =
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http_load m Q I
Tatca Video Tin tde Hinh anh Thém Cal dat Cong cu

Hinh 2: Tdi phan mém danh cho tdn céng DDOS

Budéc 3: Cau hinh tap tin version.h

root@QThuan: ~/Downloads/http_load-09Mar2016

File Edit View Search Terminal Help

yads# cd http load-09Mar2016/
vads /http_load-09Mar2016# nano ver]]

Hinh 3: Thiét Idp théng sé cho tam tin version.h


https://acme.com/Software

Budc 4: Cai dit thong sd http_loads

root@QThuan: ~/Downloads/http._load-09Mar2016

File Edit View Search Terminal Help

Downloads# cd http load-09Mar2016/

ds/http Ll ar2016# nano version.h
Downloads/http L« jar2016# make && make install
cc -0 -ansi -pedantic -U STRICT ANSI -Wall -Wpointer-arith -Wshadow -Wcast
-qual -Wcast-align -Wstrict-prototypes -Wmissing-prototypes -Wmissing-declaratio
ns -Wredundant-decls -Wno-long-long -c timers.c
cc -0 -ansi -pedantic -U STRICT ANSI -Wall -Wpointer-arith -Wshadow -Wcast
-qual -Wcast-align -Wstrict-prototypes -Wmissing-prototypes -Wmissing-de ratio
ns -Wredundant-decls -Wno-long-long http load.c timers.o -s -0 | O
rm -f \/http load
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Hinh 4: Cai dat http_loads
Budéc 5: Chon ddi tuong tan cong bang DDoS
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Hinh 5: (Pé dam bao cho bai viét, trang nay chi mang tink chat minh hoa. Myc tiéu
cua doi twong la trang dangiao.org)
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root@QThuan: ~ e ® O

File Edit View Search Terminal Help

://dangiao.org/: byte count wrong
://dangiao.org/: Operation already in progress
://dangiao.org/: byte count wrong
://dangiao.org/: Operation already in progress
://dangiao.org/: byte count wrong
://dangiao.org/: Operation already in progress
://dangiao.org/: byte count wrong
://dangiao.org/: Operation already in progress
://dangiao.org/: byte count wrong
://dangiao.org/: Operation alreadﬁ in progress
p://dangiao.org/: byte count wrongl
p://dangiao.org/: Operation already in progress
angiac t wrong

in progress

Hinh 6: Péi tieong dang bi tan céng bang phuwong thirc DDoOS 11

connection has timed out

The server at dangiao.org is taking too long to respond.
e The site could be temporarily unavailable or too busy. Try againin a
few moments,

e [f you are unable to load any pages, check your computer’s network
connection,

e |f your computer or network is protected by a firewall or proxy,
make sure that Firefox is permitted to access the Web.

]

Hinh 7: Poi tirong bi tan céng DDOS va bj rét két noi mang véi dong trang thdi “The
connection has time out” khi nguoi ding cé truy cdp vao dia chi http://dangiao.org !



http://dangiao.org/

